UFY

5. Yandngns a319uadNN13FIUTaLARIANTAE Microsoft Access

TWsunsudnnisgrudeyaszavesdnsiifianmauisalunisdaiivtoya
AeBUEMENgMS Aaswideya MyuansLanraLazNMsAumteya Weiauedeyaagy

dnsuldanulussAnsanu@asnis

AYIUAUNITIATIEIRALIAN13EIUTRYABIANT LYUNUTINT 91U

wingdmiu
o v o < v
A1 SUIY UiER warauasusTal Wy
AaNTRveIid1TuNIToUTH fugunisldreuiiames
o Jinfugudeya
o mslduszuu Ribbon MS Office
o afumseguleoya (Tables)
) o ldtoynasgrudeya (Data)
Wemwingns . v v < N
N o  MUUAANUFUNUTAI19 (Relationship)
o asuuazdanisnesu (Forms)
o aiuardnnisisengieya (Query)
e MUUATILITULEAING (Report)
e Workshop : @395 1ud8yae3Ans
TLAUVRINENENS Juitugufstuliunans
AnaaneLleu 3,500 UM
NuUILFeUTUAIY 30 AU
eINg Inensanusen City Hubs
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6. %wé’nqm Android App Development with Java

AsHaUNLUSHASUUY Android Aen1seuluswnsuiaiun Android
AT UNANENS Application W1ATBI0YBIN1YN Java Eclipse IDE HHun1sousunangnsiiay

awnsawaIun Android Application laegnsiioatin

annsalfinsosreuiiumesiiduedied asdanuiidesdudunmsdeu
AaNTRveIid1TuNIToUTH Wswnsundeu wiliswdudesfianuiisesnisdeulusunsuniw Java neu

N13BUIU

o nunMsBeulusunsuleingeie Java
e A3esilansiamn Android / Simulator
e sinulvla Project Android Application
e GUI & Controls

Lﬁam“é}ﬂ@m ® 33UV Graphics
e Menus & Dialogs
e Animations & Toast
e Data Storages

e Work Shop: Publishing Projects

FLAUTBINANGAS Futunandfatugs
owedon ssowm
Cnfbovis om
L oy s
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7. Yovangns a31euazdnnisiuledasinsale Joomla

UNAY LBV MaIany  N15IANSUNKUY N5veuiu Module M153ANT3

MeSUNENANgAS L« - R 4
Components M3Muuadvzvesandn uazn1suniuledtiug Server liven1s
eLnssaly

TUsunsuilgluniseusu Joomla 2.5

LRLNEEMSU Anvhaumeiunsiaudules viedaulaialy

AauURveIid1TuNITOUTH annsoldinsosreuiiaunesiiduedie

o LuzihuaziiuduasaIulednae Joomla
o uuzihlUsunsuiiugiulsenauniseusy
o damsunay e nunvy
e IANTUULUY
tUanmangns e 4an15 Module
e 9nN15 Component
e MYUAANTVDIANITN
e MIFIAITTUY
o 53UV Server wagnstiulardug Server

WAVVDIVIANGAI Juiuguiatudiuna

AnaneLleu 4,000 UM

NuUILFeUTUAIY 30 Ay

WEIn3 Inensanusen City Hubs
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13. Yanangns #3191arUIN5LATIN508190881INWAY Microsoft Project

Microsoft Project t¥ulusunsuldlunisusmslasanislaemlusunsuaiunsadnniseu nan
AeBUEMENgMS nsnensllulasens waraunsaeensieulazideulesn1syineuiulusunsy Office @

Ed)luﬂ 191 Microsoft Outlook %38 Microsoft Word

B T Rt T e e
a o

AMYIUMEEUUInsiasinTs W dndesgiuleunguazunuany §ianislasenis dnusms

Tassnstueerns (udu

® LuzN139nNItASINTG ® N159anTseuYsERnn Algae (Cost)
o af1alnldau Project o JaszAunavUIulsmineIns
g o o Jansiuniuulniu (Calendar) e fnmulasanisuazuanssieaulan (Tracking)
Wemwingns , .
® n153ansnululaseing (Tasks) o magaulunisvihauiulusunsudu
® M139anInens (Resource) o msidhuardeeenlideuluguuuuienans
® MIIANIIAULLNBI (Views)
TEAUVRIVANGAS JuiugIy
AnamneLleu 4,000 UM
NuUILFeUTAIY 30 AU
WeNg Inensanusen City Hubs
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15. Yavangns ATasiianjgalvsiivaiendvuluanissei 21

Sruaudlasiieusy 12 Flus (2 5w
Suil/anseusy $uil 3 Juil 1-2 Aueneu 2555 1@ 9.00-16.00 .
(w3/ aiind) $uil 4 Fuil 29-30 Augneu 2555 1981 9.00-16.00 .

msfinnnmaluladiiu 1.0 v 2.0 Wuddiegenasduazinnis@nuaasli

AR RensIaMsAnuluAnsIsTEd 21 Bnvisdadunisineunisld
AeBUNEMENgMS . .
LMS (Learning Management System) Willesildagiauungnisldinsovnedny
(Social Network) unupmugaadeflaniasienizuiimauisuwlas
TUsunsuilglunseusu Web 2.0 Tools, Social Learning Network, Social Media
YANININIANY uaryaraTilunaulamaluladiionisdnnisiseusly
winedmsu .
ANITTUN 21
AauURveid1TunITeUH anunsaldinsesnauiiumeslailuagned
® N3IANINTTUMTTEUSHIULATOU LA IR
® msaiwiessyuATeIedIANNTIUS
LWanmangns ® N1398NLUUAINTTUNMITUIHUATEU8dIAN B1TILYIW NMIIANTTNEY
v [ [l o
ANNUADANY LaZAULTUAIUAT
o msldaiesfielu 2.0 uazdedsny
TLAUYRINENENS Juituguteduliunans
AnaneLleu 3,000 UM
NuUILFeUTUAIY 30 AU
R 599AENT19158 AT.YUNYIA Vivdinsad
Y3

A1INUSNNSABUNIADS UNTINYIDULNYATAIEAS

http://training.ku.ac.th lassniseusuneuiiunes Ussd1d 2555



UFY

16. %awé’n@m Security Awareness

$ruaudlusiousy 6 Talus (14
ufl 3 Fufl 14 fugneu 2555 1981 9.00 - 16.00 U,

$uil 4 ¥uil 12 ganAu 2555 1281 9.00 - 16.00 U.
sufl 5 Sufi 9 wgAIn1eu 2555 1381 9.00 - 16.00 .

Suft 6 uft 14 Suau 2555 12an 9.00 — 16.00 U.

gnszAua Anudlalumsldeunsuiunesivigniesuazvasnde sunsiudia

P

BANAAAN MAnTuLaEiIENsInnTsiseg1amnyay

® |nformation System Security ® Mobile Devices

® Passwords ® |ncident Response
¥ ® Social Engineering ® Acceptable Use
bUBVIVANE AT

® Phishing, Scam & Hoax awareness ® Personal Use and Gain

® Virus, Worm & Malicious Code ® Physical Security

® |nternet Usage ® Data Backup and Storage
TEAUVBINANGAT Juitugu
AaInzileu 7,000 UM
NuUILFeUTUAIY 30 AU

INYINTINUTEN BTATA (E-CQURITY)

INYINT

Us3818 @ THAI
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17. %awé’nqm Network Security (3 day Training)

Fruuilusiiousy 18 il (34w
. JUN 2 Ui 3-5 AanAw 2555 1381 9.00 - 16.00 U.
Fui/vannseusy L 4 .

UN 3 UN 19-21 5U1AN 2555 1781 9.00 - 16.00 u.
AaSUNEVANERS panuuukazianszuulvignisaLazUasndeandeanausineg meaiuled
Wigdmsu yanavhluiiaula

Day 1 : Security Awareness | Securely Design an It Infrastructure

® |nformation System Security ® \/irus, Worm & Malicious Code

® Passwords ® |nternet Usage

® Social Engineering ® |ncident Response

® Phishing, Scam & Hoax awareness ® Data Backup and Storage

® The four essential IS layers ® Response Security Controls

® (Crucial security elements ® Design and implement a
defense-in-depth security
strategy

® Protection Security Controls ® Demonstration

® Detection Security Controls

Day 2 : Securing Windows | Offend and Defend your Wireless Network

Lﬁa%’mﬁﬂqm ® \Vindows security overview ® Buffer overflow prevention
techniques
® |mportant security principles ® Remote Desktop Protocol (RDP)
® User authentication ® Remote logging and analysis
® Access control ® Compliance toolkit
® Virus/Spyware/Malware ® Demonstration
® \Vireless security overview ® Feasible WPA Cracking via WPS

Brute force, c/w Workshop
® Encryption ® Hotspot hacking, c¢/w Workshop

® \Vireless auditing toolkit ® Vireless defense

® \WEP Cracking in 5 minutes, c/w

Workshop

http://training.ku.ac.th lassniseusuneuiiunes Ussd1d 2555



Day 3 : How to be a Script-Kiddie or “Hacker” in 1 day

® Hacking the script-kiddie way ® Scanning (Port, Vulnerability) c/w
Workshop

® Analogy of an attack ® Privilege escalation, c¢/w
Workshop

® Arsenal of hacking tools ® Covering tracks, c/w Workshop

® Foot printing (Google, DNS) ¢/w ® Other cool tricks
Workshop
® Penetration (Hacking thru the

network layer, application layer)

c/w Workshop
wivvewdnges  weudweew
Sdawwden  15000uwm
Cdwaufideusiesu 0w

v  adaad

INYINTINUSEN 93A3A (E-CQURITY)

U818 : ENG
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18. %wé’nqm Wireless Security (Offending & Defending)

L $uil 2 Fufl 17-20 fugneu 2555 1281 9.00 - 16.00 1.
IUN/LIAIN1TDUTU \

1 I

sufi 3 Fuft 19-22 waABneu 2555 131 9.00 - 16.00 1.

pnuvaendendndusisainnuiiiugu Linux, Command line TCP/IP Networking

MeSUNENANGAS § P .
wazdgymnaziintuninld Wireless
Wz nTU AU TUgUALATYY

o JANuFHugIUMIA

o Linux and command line TCP/IP Networking

Day 1 : Linux

® Linux overview ® Networking

® Basic file and directory ® |nstalling software
operations

® File viewing and editing ® |nstalling Backtrack

® File properties

Day 2 : Wireless Security Introduction

® Overview ® \Vireless auditing toolkit
® |EEE 802.11 MAC Layer ® Sniffing wireless network
® Understand wireless ® Auditing WEP Networks 6-way

communication

\ewmdngms ® Encryption ® Lab

Day 3 : Auditing Wireless & IEEE 802.11 Network

® Auditing WEP Network 6-way ® Auditing wireless Hotspot
(continue from day 2) network

® Auditing WPA/WPA2/WPA-PSK ® |ab
network

Day 4 : Auditing Wireless Network & Client

® Automated wireless auditing ® Common attacks on wireless
tools clients
® Build WEP decryption tunnel ® Auditing Bluetooth & other

wireless topology

http://training.ku.ac.th lassniseusuneuiiunes Ussd1d 2555



FEAUVDIUANGNT JEAUGS
Sdeesdew  20000ww
SSwouieuswsiet soew
wews Wensonuin 88AsH E-CcQURTY)

US98 : ENG
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19. %awé’n@m Intrusion Analysis

utilaiausy 12 Flae (2 1)
o o .
IUN/IAIN158UTH UN 1 IUN 28-29 wAIN18U 2555 1981 9.00 - 16.00 u.
5 AATEitoyanasAnMUMANT TN MAnTU 91uTeyaaNTEUY Log liata
AN UNEMENERS 3 . 3 y
gnses uaznsuisdeanauiluiueineg iwensdesiusiely
oL AMIUMERInIAs e T3uMIyYnIn IMnsenuaTeune
Wingdmsu

wazyAaNIinuled

Day 1 : Introduction and Practical Basis Analysis

® Overview of TCP/IP stack in ® OS| Layer-7 Protocols and what it
Windows and Linux means to Traffic Analysis
® Understand the IP fields ® TCP dump packet capture and
analysis
® Understand the TCP fields ® Packet replay and analysis with

Scapy and TCP Replay
BMUANEGN3 ® Understand the UDP fields

Day 2 : Advance analysis, detection and correlation events

® |ive traffic captured and analysis  ® Log Events analysis for intrusion

using snort and anomaly behavior

® Traffic analysis for intrusion and ® Fvents correlation

anomaly behavior

® | ab-Analysis of real intrusion

incident
Cseduvemdnges  swug
damedew  17000uwm
CSwauddhevsisiesy s0ew

Naa

ANYINTINUSIN 93A3H (E-CQURITY)

U388 : ENG
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20. %wé’nqm Security Essential Level 2

Sruaudlasiieusy ag Hlus (8 4w
. %uiles, 1516 waedngu 2555m8s
IUN/IAINTBUTU o -
AUN 5-6, 12-13 wgAIn18u 2555 1381 9:00 - 16:00 u.
MeSUNENANGAS GSEC v09a1Uu SANS/GIAC wiauaeau Certificate
""""""""""""""""""""" o Risk Assessment and Auditing  ® Network Fundamentals and P
Concepts and Behavior
® Host and Network Based ® (isco Router Filters
Intrusion Detection
® Honeypots, Firewalls and ® Four Primary Threats for
Perimeter Protection Perimeter Protection
Lﬁamwﬁﬂqm ® Security Policy ® PGP, Steganography
® Password Management ® Anti-Viral Tools
® Security Incidents Handling — The @ Windows (2000, XP, 2003, Vista)
Six steps Security Administration and
Auditing
® |nformation Warfare ® |SS Security
® \\eb Security ® Unix Security Fundamentals
Cswfuvewdnges  seuge
dawmdew  70000ww
B Wensnnuit 89A3A (ECQURTY)
INYINT

U818 : ENG
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21. %wé’nqm Joomla Advance Extension Workshop

' £

39451 Workshop igiineusulaimunssuuaulusunsuasy (Extensions)

lanududeunnszuvgeniles 1w e-Commerce, Wnas3gunm,

MeSUNENANgAS L . .. o
syuuamilnanenads wagszuuiulednatsn1e wisumenailacigg
ANUINUY
Tsunsudnlaluniseusy Joomla 2.5
WNNZEINSU ot s . e e .
Amviumssunsvaiuled viedaulanily
AuaNTRveIid1TuNITOUTH fifugunisldnu Joomla ierunseusumanans asawaydnnisiivled
239ANSAE Joomla neu
Wevmdngns e s¥UY Extension Tu Joomla
e JmuIsEUU e-Commerce
e smunsEUULNABIFUNM (Gallery)
o iRunszuuIUUIA (Forum)
e WAUNTTUUIANISLONANS (Document Download)
o USUSTUUINIENTUTILSA
o inwnduledvalsniw
FEAUVRIVANGAS Juiunansfetugs
Arasnzideu 4,500 UM
NuUILFeUTUAIY 30 AU
MYINT Inensanusen City Hubs
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22. YAVANgAT A319URINNNDANTDEN9ER1INADY Microsoft Publisher

WAL U U LN S ZAUDIANT LA D81980971TW Way Workshop LU n13a

AeBUEMENgMS Wawes uiuiuussyduiusiuesdng Wudu widlifidreusuimunay

[

Aaingdleasanazazain 5250

Tsunsuildlumseusy Microsoft Publisher 2010
Was@ MU AvIusulsEduius vseyranaluiiaula
AaNTRveIid1TuNITOUTH fugunsidnuneuiiunes

o LuUrtNNTWRIUNITUEIRLN

o JMsioMvanIy

o JANSSTUUIROAINUN

q

*  JATTUUNITN

\Wenwingns
o SEUUMIINLATIATN RN
o fianUFeUUIUlYR
o add@inLazmIoulvaAnTUURNW
e Workshop: WAL UEIRNW
TLAUVRINENENS Juitugutsduliunans
AnaneLleu 4,000 UM
NuILFeUTUAIY 30 AU
MYINT Inensanusem City Hubs
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